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Abstract

Distributed querying and monitoring systems have been widely studied in
recent years. These systems aim to maintain data sources, such as data set
or log files, and allow users to query over those data sources. When the data
sources are highly related and users only care some statistic results, like
the sum or the average, it is consumed to transmit all data sources via the
network. To minimize the network consumption, in-network aggregation
technique is proposed. However, this technique is subject to some known
attacks, such as the injection attack and the pollution attack. Prior works
only considered the settings that data sources are trusted while the network
1s not. We study the way to relax.the limitation and guarantee the aggregate
queries robust to malicious or faulty data sources (also called polluted data

sources).
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Chapter 1  Introduction

Security in wireless sensor networks (WSNs) has become a popular re-
search field in recent years, and node identification is considered as one of
the most important issues in this field [1]. In WSNs, the mechanism to cre-
ate and manage node identities is usually naive and is not well protected.
Thus many attack techniques, such as Sybil attacks and replication attacks,

are used to exploit this vulnerability.

Since the node identities are easy to create and change, a reliable node
identification mechanism is needed in sensor networks. Currently several
authentication and certification methods have been proposed to ensure the
node identification. However, these approaches use cryptographic tech-
niques, and thus inevitably increase computing overhead of sensor nodes.
This chapter introduces a simple but effective method to identify a node

only by measuring its clock skew.

Recently, Chen et al. revealed the possibility to fingerprint every com-
puter in general networks by their clock skews. Murdoch’s research also
used clock skew as a main method to detect the identities behind the Tor
network. However, there are few studies evaluating the characteristics
of clock skew in WSNs [2]. In this research, we use the Flooding Time
Synchronization Protocol (FTSP) to measure the time information of each
mote, and successfully observe that every sensor mote does have constant
and unique clock skew [3—6]. An algorithm to group and identify clock
skews of large amount of motes is proposed, and its applications like Sybil

attack detection are also discussed in Table 1.1.



Table 1.1: The relation of aggregation overhead between different tech-

niques
Space usage Communication Query
of root aggregator overhead requirement
Traditional warehouse n O(n) O(n)
AM-FM sketch technique loga O(logn) O(alogn)
“prototypical PHI query” loga O(logn) O(logn)

Generally, there are two steps to measure the clock skew between two

devices. The first step is to collect the timestamp from the sender via a

certain protocol. After collecting enough timestamp, the receiver will ap-

ply a clock skew estimation algorithm (such as linear regression, linear

programming or piecewise minimum), to calculate the clock skew in the

second step. Due to different network environments, we need to use differ-

ent protocols and estimation algorithms to calculate clock skews. Since we

will apply clock skew device identification to different networks, such as

wireless sensor networks and cloud environment, more detailed procedures

will be discussed in each chapter.




Chapter 2  Preliminaries

With the rapid growth in integrated circuit, digital signal processing, and
other emerging technologies, people nowadays can easily purchase elec-
tronic devices, such as personal computers, laptops, cellular phones, and
tablets. By utilizing these devices, people can communicate with each other
through wireless communication and increase work performance. How-
ever, any malicious user may misuse these devices and launch serious at-
tack to make illegal profit, such as identity stealing or password cracking
on a bank account. Therefore, it is essential to develop robust methods to
solve the identity problems. With the rapid growth in integrated circuit,
digital signal processing, and other emerging technologies, people nowa-
days can easily purchase electronic devices, such as personal computers,
laptops, cellular phones, and tablets. "By utilizing these devices, people
can communicate with each other through wireless communication and in-
crease work performance. However, any malicious user may misuse these
devices and launch serious attack to make illegal profit, such as identity
stealing or password cracking on a bank account. Therefore, it is essential
to develop robust methods to solve the identity problems. With the rapid
growth in integrated circuit, digital signal processing, and other emerging
technologies, people nowadays can easily purchase electronic devices, such
as personal computers, laptops, cellular phones, and tablets. By utilizing
these devices, people can communicate with each other through wireless
communication and increase work performance. However, any malicious
user may misuse these devices and launch serious attack to make illegal
profit, such as identity stealing or password cracking on a bank account.

Therefore, it is essential to develop robust methods to solve the identity
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Figure 2.1: The diagram of “prototypical PHI query”

problems, as shown in 2.1.



Chapter 3  Conclusions

With the rapid growth in integrated circuit, digital signal processing, and
other emerging technologies, people nowadays can easily purchase elec-
tronic devices, such as personal computers, laptops, cellular phones, and
tablets. By utilizing these devices, people can communicate with each other
through wireless communication and increase work performance. How-
ever, any malicious user may misuse these devices and launch serious at-
tack to make illegal profit, such as identity stealing or password cracking
on a bank account. Therefore, it is essential to develop robust methods to

solve the identity problems.

3.1 Future Work

With the rapid growth in integrated circuit, digital signal processing, and
other emerging technologies, people nowadays can easily purchase elec-
tronic devices, such as personal computers, laptops, cellular phones, and
tablets. By utilizing these devices, people can communicate with each other
through wireless communication and increase work performance. How-
ever, any malicious user may misuse these devices and launch serious at-
tack to make illegal profit, such as identity stealing or password cracking
on a bank account. Therefore, it is essential to develop robust methods to

solve the identity problems.
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